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INTRODUCTION 
 
 
 
The trading room environment within financial institutions today still remains the 
focus and critical point where prevention of insider dealing and other market abuses 
concentrates the minds of compliance officers and the regulatory authorities.  
 
Since the proliferation and use of mobile phones as a way to transact business there 
has been a growing black hole in communications security, as a result of an inability 
to record and control incoming and outgoing calls. With growing transaction volume in 
equities, fixed income, FX and derivatives trading over the past twenty or so years, 
dealing rooms have become financial gold mines. 
 
Evidencing the growing problem of market abuse, which covers some fifteen aspects 
under the Market Abuse Directive (MAD) including insider dealing, just this June the 
UK’s Financial Services Authority (FSA) revealed that insider dealing was rife and at its 
worst level for six years. Some of this could well be down to the burgeoning use of 
mobile phone communications and messaging. 
 
In the case of the UK, the regulator identified suspicious share price movements 
before 44 (or 30.6%) out of the 144 takeover bids launched in the year to April. That 
equated to a 29.3% rise over the figure for 2008 and almost 29% in 2007. Only 2004 
was a worse year over the course of the past decade.  
 
This white paper was commissioned by Business Systems (UK) Ltd acknowledged as 
the UK's largest and most established independent call recording specialist. Business 
Systems ranks as one of the most experienced independent providers with expertise 
covering: systems design, implementation and ongoing service delivery and support. 
Founded in 1998, the company counts The Bank of England and ING amongst its 
clients. 
 
This white paper examines the industry situation and looks at efforts to identify 
solutions to an increasing problem regarding the use of mobile phones within the 
financial services industry and updates a B.I.S.S Research paper on this topic 
published back in 2007. 
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EUROPEAN REGULATORY BACKGROUND, 2005-2007 
 
 
 
CESR 
 
 
The Committee of European Securities Regulators (CESR), the Paris-based 
organisation that provides technical regulatory advice to the European Commission 
advised the European Commission back in 2005 on the implementation of MiFID 
(Level 2 Directive 2006/73/EC). CESR said that the MiFID Level 2 Directive should 
include a requirement on investment firms to record telephone conversations where 
firms received client orders. Although such a proposal was discussed by the European 
Securities Committee (ESC), under pressure from financial markets it was not 
included in the final MiFID implementing measures.  
 
However, the MiFID Level 2 Directive did contain two provisions, which are relevant to 
this issue. In particular, Article 51(4) of the MiFID Level 2 Directive states:  
 
“Record-keeping obligations under Directive 2004/39/EC and in this Directive are 
without prejudice to the right of Member States to impose obligations on investment 
firms relating to the recording of telephone conversations or electronic 
communications involving client orders.”  
 
This provision provides Member States with some discretion to establish their own 
national rules about the recording of telephone conversations and e-communications, 
or to have no such rules. 
 
 
UK FSA 
 
 
On 3rd May 2007 the FSA published a consultation paper (CP) entitled ‘Conduct of 
Business Regime: Non-MiFID deferred matters, (CP 07/09), which included proposals 
to introduce telephone recording, including mobile phones, which could apply to MiFID 
and non-MiFID firms. (Note: In this CP, the FSA set out its proposals to reform the 
remaining elements in the Conduct of Business (COB) Source book).  
 
The proposals required firms to record telephone and electronic conversations across 
equity, fixed-income (bonds) as well as financial and commodity derivatives markets. 
The recordings would be required when and where a firm received client orders, 
where they involve the firm committing to deal as agent or principal, or where they 
relate to some institutional sale.  
 
The original MiFID article under the Directive required that all financial institutions 
record trading room communications and other relevant operational client asset 
management duties/responsibilities. Yet the initial industry response to this was 
negative. They dismissed the need to purchase recording technology as the majority 
of buy-side institutions had never been required to tape.  
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Due to the perceived high level of investment in such recording technology, the vast 
majority of firms were unwilling to do this to comply with MiFID. Even most of the 
sell-side, who included a plethora of small-sized brokers were against investment on 
cost grounds.  
 
With this and the relatively short time horizon for implementation and deployment of 
systems, European regulators had no option but to acquiesce to industry demands. 
But although there was a stay of execution for firms to implement recording 
requirements, it was considered unlikely that the situation would remain and that the 
regulators would eventually mandate all telephone conversations to be recorded - 
forcing compliance. 
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CURRENT EUROPEAN REGULATORY POSITION 
 
 
 
UK  
 
 
In March 2010, the FSA issued another consultation paper entitled ‘Taping: Removing 
the mobile phone exemption’ (CP 10/07). This updated their earlier consultation 
published in 2007. This 68-page document which closed for responses on 14 June 
2010 came out about a month prior to a separate consultation in a MiFID review on 
aspects covering (Investor Protection and Intermediaries) by CESR.  
 
In consideration of the mobile phone recording requirement, the FSA consultation 
paper asked just three questions.  
 
Q1. Do you agree that mandatory recording of mobile phones should be restricted 

to devices issued by firms for business purposes only? If not, why not? 
 
Q2. What justifications are there for allowing ‘relevant conversations’ to continue to 

take place on private mobile phones? (We understand that some firms are 
highly dependent on private mobiles lines for business as well as personal 
calls.). What circumstances make ‘relevant conversations’ on private mobile 
phones essential and diversion/resumption to a fixed line impractical?  

 
Q3:   Do you have any observation on this cost benefit analysis? 
 
Receiving only twenty responses, some may regard the relatively low number of 
responses to reflect the limited range of questions posed or that some firms are still 
waking up to requirements that could soon be enforced. 

From the sample of firms that responded to the FSA’s recent questionnaire and 
participated in its interview programme, “no authorised firm stated that it currently 
has in place a recording solution, which enables the recording of voice, SMS, MMS, IM, 
video and pin-to-pin communications from mobile telephones.”  
 
A number of authorised firms did request detailed technical proposals and pricing from 
suppliers. They have also discussed in detail how mobile recording technology might 
be integrated within their existing communications and recording infrastructure.  
 
The FSA CP assumes that 30% of employees in the UK will be affected in terms of 
using mobile devices for relevant communications following the introduction of the 
proposed measures.  

Stephen Hanks, Manager in the Conduct Policy Division, UK FSA, indicated that while 
the responses “do not tend to be published”, a final Policy Statement is expected 
probably to be issued by around November 2010. This will take into account the 
issues and points raised by the financial services industry during the consultation 
period.     
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“We are now looking at all the feedback received in this proposal before we [FSA] 
decide on whether or not to press ahead on mandating mobile phone recording,” 
explained Mr. Hanks just days before the close of the consultation period.  
 
However, the FSA is expected to mandate mobile phone recording when it makes its 
pronouncement later this year. On the basis of the information that the FSA has 
received Mr. Hanks indicated that the FSA felt the available technology on the market 
currently is “sufficiently robust” to enable a rule to be proposed. Reflecting on CESR’s 
work in this area and in particular on a ‘minimum harmonizing’ of taping requirement 
across various EU member states, Hanks noted that “the rules across different 
jurisdictions are so different, which makes agreeing a single set of rules tricky.” 
 
At the moment all financial institutions operating in the UK are subject to the FSA’s 
rules of conduct. The change of Government in 2010 has precipitated the Bank of 
England taking over banking regulation leaving the FSA to become more focused on 
retail financial services firms. 
 
Changes in market structure after MiFID have also complicated the regulatory 
landscape. For example if an institution or market participant attempted to abuse 
equity trading on the London Stock Exchange (LSE) or an MTF (Multi-lateral Trading 
Facility) such as a Chi-X or Turquoise - from outside the UK - and taped evidence 
were not available in another jurisdiction, then this could hamper efforts to ensure the 
UK markets are clean. It is likely that MiFID 2 will attempt to close such holes by the 
introduction of standardized rules across the EU thus aligning all EU states. 
 
In terms of the transition period for introducing mobile phone recording, Hanks 
indicates that the FSA would “probably offer” a 12-month period to firms. This is in 
line with the period that was introduced in the regulator’s original taping rules. Mr. 
Hanks commented: “If in November 2010 we say - in light of the industry feedback - 
we are going to press ahead, we would then introduce a rule. But that rule would take 
effect at the end of 2011.” He added that the FSA will also consider the impact CESR’s 
advice in this area may have. However, as it stands their advice is “just advice” to the 
European Commission, according to Hanks.   
 
The introduction of the recording of business mobile phones in the UK will complete 
the recording of all electronic communication for FSA regulated activities and close a 
compliance black hole. Although, it does not have to mean a complete overhaul of a 
company’s existing call recording investment, it does mean additional expenditure in 
robust and flexible technology.  
 
A number of technology providers have now come forward with secure, tamper-proof 
mobile recording technology designed to meet future compliance requirements. In fact 
telephone recording systems for landlines were introduced in the 1980s to help ensure 
security within the dealing room environment. But the technology to enable recording 
of mobile phones is a more recent development. 
 
As it is now widely expected that the exemption on mobile phone recording will be 
removed later this year, firms are likely to be told they have 12 months to deploy 
systems. 
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The FSA has suggested a six-month retention period for calls, which compares with 
retention periods of between 3 months and 10 years (average five years) across 
continental 1Europe. In the UK, the requirement proposed is that recordings must be 
auditable and available for future reference. 
 
In September 2008 Business Systems, invested in ‘Compliant Phones’ technology for 
recording both speech and SMS texts from mobile phones. Business Systems has been 
providing mobile recording solutions outside the financial sector, for example to 
GP/doctor surgeries for a number of years. Clearly there is a huge potential for 
vendors in supplying ‘compliant’ solutions to financial services firms in 2011 based on 
regulatory necessity.  
 
Recent high profile arrests, prosecutions and fines for ‘insider trading’ (e.g. the record 
£750,000 fine handed to hedge fund GLG and star trader Philip Jabre in 2006 by the 
FSA), indicates their stance. The UK regulator’s latest consultation indicates many 
firms are still resistant as they were before, and a number do not have the requisite 
technology in place.   
 
Only with the inclusion of mobile telephones within the recording system can a highly 
secure communications architecture be created. Until now there has been a chasm in 
the security layer because of the exclusion of mobiles. This must now become a high 
priority for the financial services industry to rectify.   
 
Text (SMS) messages and emails are expected to also come under the expected new 
rules, and the technology allows for copies of such messages to be copied to retrieval 
systems.   
 
Despite a stay of execution for the industry back in 2007 when there was high 
resistance to this exemption being dropped, the FSA has promised to get tough on 
market abuse.  

 
Given that there is only limited supplier bandwidth to meet the requirement, 
organisations need to start now in their preparedness. Many larger organisations have 
started finalising their plans, though resistance remains in some quarters and 
questions have been raised over the cost-benefit. While many of these bigger entities 
have fairly sophisticated recording technology, it is not a situation that extends right 
across the industry. Much of the reason for that has previously been due to the cost of 
the technology - perceived or otherwise.    
 
 
CONTINENTAL EUROPE  
 
 
Looking across Europe, the Norwegian regulatory authorities have taken something of 
a lead by setting a date of 1 January 2011 for firms to deploy mobile phone recording 
for securities firms’ trades. (The market today for mobile phone recording is mainly 
centred on the UK and Continental Europe).  

                                                 
1 See Appendix for regulatory requirements for other countries 
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THE MIFID REVIEW 
 
 
 
CESR’s own consultation paper ‘Technical Advice to the European Commission in the 
Context of the MiFID Review - Investor Protection and Intermediaries’ (CESR/10-417), 
set a deadline for responses of 31 May 2010.  Included within this was a section on 
requirements relating to the recording of telephone conversations and electronic 
communications (Part. 1, pages.6-17), which included a cost benefit analysis and 
compatibility statement and posed twelve questions to the industry. (See Appendix for 
details). 
 
Forming part of a review on the MiFID Directive, and areas that were to be updated 
after a certain period, advice emanating from the consultation is expected to be 
passed to the Commission before the first quarter of 2011 for further consideration. 
Thereafter a decision will be made by the Commission on what action will likely be 
taken during 2011.  
 
Questions from CESR ranged from whether members agreed with CESR that the EEA 
should have a recording requirement (Q.1) to the impact the length of the retention 
period would have on costs (Q.12). The organisation also sought quantitative 
estimates - where possible – on this latter question. However, the retention period for 
phone recording proposed by CESR is for five years, keeping consistency with MiFID. 
 
They added that it “would be helpful if quantitative responses to this question could be 
based on retaining records for five years and in the following tabular form:” 
 

 
The final advice, which requires approval by all the chairs of the different security 
regulators plus a number of observers, is expected to be published towards the end of 
2010 with a feedback statement. A spokesman for CESR confirmed that they generally 
do not comment on individual responses before having finalised their advice. 
 
The consultation paper itself was prepared by the Investor Protection and 
Intermediaries Standing Committee of CESR chaired by Mr Jean-Paul Servais, 
Chairman of the CBFA.  
 
 
 
 
 
 
 
 
 
 

Costs per user (in €)  One-off installation costs  Ongoing annual costs  
- Fixed line telephones    
- Mobile phones    
- Electronic communications    
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RESPONSES TO THE MIFID REVIEW 
 
 
Around seventy responses to CESR/10-417 were submitted, ranging from the 
Luxembourg Bankers’ Association (ABBL) to Quote MTF Ltd. 
 
The responses to CESR’s MiFID Review from UK-based organisations came from the 
likes of The Alternative Investment Management Association (AIMA), representing 
around 75% of hedge funds and alternative investment assets globally by AUM, as 
well as Deutsche Bank and Fidelity.  
 
Across Europe responses were submitted by banking, insurance and investment 
industry bodies and trade associations, as well as several individuals (e.g. academics 
from the University of Bologna, Bocconi University’s department of finance (Milan)) 
and press/media organisations such as Thomson Reuters. 
  
Specifically on mobile phone recording, CESR canvassed the industry with a set of 
twelve questions and received many hundreds of pages of responses. Visit:  
http://www.cesr-eu.org/index.php?page=responses&id=160 to view these responses. 
 
However, not all respondents provided answers to Part 1 (Taping). Fidelity, for 
example, chose either not to provide any responses to these particular questions or 
declined to have them published (if the organisation did have a view). Analysis of the 
responses shows that there appears to be no unanimous view on requirements 
relating to recording of telephone-to-telephone conversations and electronic 
communication. 
 
AIMA, seems relatively accommodating in its responses to CESR, for example, in 
regards to Q1. Do you agree with CESR that the EEA should have a recording 
requirement? If not, please explain your reasoning), stated: “AIMA agrees that the 
three main rationales given for the requirement to record telephone conversations are 
appropriate and should be supported, where possible, in a manner that is 
proportionate and not unnecessarily burdensome.”  
  
Meanwhile, Deutsche Bank’s stance provided by their Government & Regulatory 
Affairs department highlights another view. “In general, we feel CESR’s rationale for 
the proposal on voice recording is weak,” the Deutsche Bank statement read. 
“Specifically, we do not agree that there will be significant benefits from “potential 
litigation savings made by investments firms in having irrefutable evidence to dismiss 
fraudulent/erroneous complaints.” 
 
Deutsche Bank also contends in the same response that a “convincing case” is not 
made, given the expenditure that firms are being asked to undertake, “in proportion 
to the benefit of the authorities perhaps being able to use recordings in enforcement 
cases.” Deutsche Bank views voice recording as “an intrusion” in terms of the privacy 
for its retail business customers - in particular - when dealing with the bank. Deutsche 
Bank argues that voice recording should be as “unobtrusive” as possible and should 
be based on a realistic cost-benefit analysis. 
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Since Deutsche Bank did not feel that CESR’s current proposals properly took into 
account what the bank describes as the “extensive cost of implementation of voice 
recording systems and the retention of tapes”, they initiated their own cost 
assessment for their wholesale business (Global Markets).  Although figures for 
several different retention periods were submitted by DB, this assessment was 
requested to remain confidential.    
 
The bank added that in both wholesale and retail sectors, “the real protection against 
abusive practices is provided by a combination of compliance policies and the 
behaviour of staff, as well as the willingness of staff to challenge and report 
questionable trades, as already required under the existing legislation.”  
 

 
In Part 1 of their Consultation Paper, CESR consulted on the key elements of a 
possible common EEA regime for the recording of orders received/transmitted over 
the telephone or through electronic communications.  
 
CESR says it believes that such a regime would be “an important step forward in 
terms of certainty, consumer protection, and surveillance of markets” to achieve a 
credible deterrence in EEA markets.  
 
In CESR‘s view it is vital for regulators to be able to go beyond the EEA regime at 
national level, so as to avoid repealing parts of existing national regimes. As such it is 
not proposing a complete abolition of the discretion embedded in Article 51 (4) of the 
MiFID Level 2 Directive. CESR asked its members for information and details on what 
use, if any, is made of the discretion within Article 51 (4) of the MiFID Level 2 
Directive in their particular Member State. Responding, their members were asked to 
consider whether their recording requirements - if any - fell within the categories of:  
 

 Broker to broker orders; 
 

 Execution of client orders at the hub (trading desk) level only; or,  
 

 Extended execution of client orders including receiving and transmitting orders 
from the client.  

 
 
 
 
 
 
 
 
 
 

The differences between the AIMA and Deutsche Bank responses may well 
reflect the fact that many hedge funds and private equity entities 
represented by AIMA can often be small in terms of staff numbers and 
operate mainly between London, New York and Tokyo. By contrast, much 
larger banks like Deutsche are operating in many more financial centres 
around the globe. 
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DISPARITY OF RULES ACROSS EUROPE  
 
 
Currently there is a wide variation in how differing jurisdictions across Europe apply 
rules on taping of phone calls - fixed-land or mobile. It also differs in countries outside 
the European Union (EU) and European Economic Area (EEA). This makes the task of 
harmonising to a certain level a tough ask. And, in terms of retention of calls by CESR 
members (i.e. securities regulators), it ranges from 3 months to 10 years with the 
average being 5 years. 
 
For example, CESR incorporated responses of members from 26 European countries in 
its latest consultation paper. This finds that sixteen countries currently have a 
recording requirement that is incorporated in legislation or rules, while ten presently 
do not. That said, investment firms in these latter jurisdictions may be subject to 
recording requirements imposed by regulated markets.  
 
France, Sweden and Germany appear to require - amongst other things - the 
telephone lines of traders/trading desks to be recorded. In Germany, most investment 
firms prohibit traders to trade via mobile phone and, the UK FSA is currently reviewing 
the removal of its current exemption for mobile phones.  
 
In its Technical Advice paper, CESR stated that it: “Believes that a recording 
requirement should be technology neutral and apply to all ways of making/receiving 
telephone calls and electronic communications.”  
 
In those countries with recording requirements incorporated in legislation or rules, the 
obligations mainly appeared to cover the categories of: 
 

 Broker to broker orders  
 

 Extended execution of client orders, including receiving and transmitting 
orders from the client 

 
Of these two categories, the vast majority of Member States fall into the category that 
requires investment firms to record all client orders received by telephone.  
 
According to CESR, a small minority of CESR members do not presently believe that 
records held as a result of a recording obligation are of “significant assistance” in 
supervisory and market abuse monitoring work.  Rather they think that most of the 
material kept as a result of a recording requirement is unlikely to be of interest to 
competent authorities and raises a significant issue of proportionality. This is 
especially so given the costs arising out of any such new requirements.  
 
With such disparity across the EU and even within markets it’s possible that the 
markets will once again put up strong resistance to recording rules. The same 
arguments are being put forward again as in 2007 but it remains to be seen if the EU 
through CESR and the domestic regulators will be as tolerant again.  
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MINIMUM HARMONISING OF EEA RULES ON RECORDING TELEPHONE 

CONVERSATIONS  
 
 
Support from CESR members for a minimum harmonising EEA rule on the recording of 
telephone conversations and electronic communications is not unanimous.   
 
According to CESR, a small minority of CESR members (FMA and BaFin) do not 
presently believe that records held as a result of a recording obligation are of 
“significant assistance” in supervisory and market abuse monitoring work and do not 
believe that the benefits of recording telephone conversations and electronic 
communications are proportionate to the costs, which would be imposed on firms. 
 
As such they argue that the existing discretion in Article 51 (4) of the MiFID Level 2 
Directive should be retained.  And, if this cannot be retained, they firmly support 
exemptions for small branches and/or small orders with respect to their specific 
market situation.  
 
It would be interesting if the costs referred to in these responses were clarified as the 
various technology solutions and services available appear to be generally cost 
effective even for small firms.   
 
 
CURRENT RECORDING REQUIREMENTS  
 
 
The recording requirements currently imposed by Member States (EU) with regard to 
recording mobile conversations appear to fall into two broad categories. 
  
1. The majority of Member States who currently impose the broadest level of 
telephone recording obligations also require that mobile phones be recorded where 
client orders are received this way.  

 
2. A number of Member States either; require traders to apply for special 
authorisation to trade via a mobile phone; prohibit the reception by traders of orders 
via mobile phone outside of a company mobile phone; or allow a special recording 
exemption to client orders received on a mobile phone.  
 
 
ESTIMATED NUMBER OF MOBILES AFFECTED BY RULE CHANGES 
 
 

 

The number of mobile handsets estimated to be affected by the exemption 
for recording mobiles being dropped [in UK] has been put at around 
22,000 according to the FSA.  But the reality could be significantly higher 
if one looks beyond just the front line traders (and businesses may extend 
the MVR requirement). 
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PRODUCTS AFFECTED BY NEW REGULATIONS 
 
 
It is envisaged, that if approved, regulations for electronic communications would 
include all voice, email, chat/instant messaging, text messages/SMS and FIX Protocol 
communications.  
 
Products that will eventually fall within the remit of the proposed regulations are as 
follows: 
 
 

 Commodities 

 Exchange Traded Equities   

 Exchange Traded Options  

 Futures  

 Hedge Funds  

 Off Exchange Traded Equities  

 OTC Instruments  

 Spread Betting Instruments 
 
 
INDIVIDUALS AFFECTED BY NEW REGULATIONS 
 
 
Individuals that will fall within the remit of the regulations are as follows: 
  
 

 Agency Brokers  

 Client Facing  

 Corporate Finance  

 Compliance  

 Managers 

 Principal Dealers  

 Research  

 Sales People  

 Sales Traders 
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MOBILE PHONE RECORDING SOLUTIONS 
 
 
 
Technology is available today that enables mobile calls to be routed through a firms 
existing call recording infrastructure if desired or where there is no existing 
technology, organisations can choose from having a new onsite installation or opting 
for a hosted (ASP) service. This is a flexible and cost effective solution that should be 
within any firms’ budget. 
 
It is important when choosing a supplier that an organisation has flexibility in the 
solution supplied, its configuration and ability to accommodate reduction or expansion 
of the number of users, as required. Therefore, careful consideration of the right 
solution for the business is paramount. Mobile handsets should be able to capture and 
record all calls - both inbound and outbound - for total compliance and security. 
Consideration should also be given to the solution’s ability to incorporate a “white-list” 
of numbers that will not be recorded. 
  
Furthermore systems provided by vendors should be designed to be tamper-proof, 
ensuring that the user cannot decide to not record a call and is able to ensure that the 
recording cannot be accidentally lost or deliberately destroyed after the event.  Cost 
of course, is always a consideration, both up front and ongoing, but it is clear that 
there are now options that can accommodate the budgets for firms of all size and 
type. 
  
 
OPTIONS:  ON-SITE OR HOSTED (ASP)  
 
 
HOSTED ASP SOLUTION  
 
With a hosted solution, calls or messages are routed through and stored on a hosted– 
Compliant Enterprise Server (CES) and call or message recordings can be accessed by 
logging in to a secure web portal. The portal enables the retrieval and replay of 
recordings, or viewing of messages, where compliance managers should be able to 
drill down into the calls they wish to interrogate in the event of a dispute. The data 
should be stored in a dedicated and secure data centre.  
 
The ASP service must have its infrastructure located in an extremely secure telecoms 
hosting environment with fully redundant servers (fail over/DR, etc) and backup 
power supplies to ensure ongoing operations.  
 
Internet connections must be protected by firewalls and VPNs (Virtual Private 
Networks) with authorised user authentication to make sure that no unauthorised 
access occurs.  
 
The advantage of this option is the ‘pay-as-you-go’ service model, meaning no need 
to purchase, install, maintain and upgrade additional hardware.  
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ADVANTAGES OF A HOSTED SOLUTION 
 
 

 No Capital Expenditure 
 

 No Equipment to Install 
 

 Swift Implementation 
 

 Ideal For Evaluation  
 

 Ideal For Smaller Organisations 
 
 
DIAGRAM OF A MULTI-TENANTED HOSTED SOLUTION2 
 
 

 
 

Diagram Note: CES = Compliant Enterprise Server 

 
 
 
 
 
 
 

                                                 
2 Diagram supplied by Business Systems UK  
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ON-SITE SOLUTION 
 
 
Business Systems has devised an on-site solution, where call recordings are routed 
through a Compliant Enterprise Server (CES) and the Call Detail Record (CDR) can be 
stored on the firm’s existing call recording system. If there is no existing recording 
system one can be installed. This will be the preferred option where an organisation’s 
data policy requires all call recordings to be stored on-site within the organisation.  
 
 
ADVANTAGES OF AN ON-SITE SOLUTION 
 
 

 Recordings kept on-site meeting organisational or regulatory data requirements 
 

 Make use of existing call recording system 
 

 Recordings backed up alongside existing back up 
 

 Land line and mobile recordings kept in one place 
 
 
DIAGRAM: CUSTOMER ON-SITE SOLUTION3 
 
 

 
Diagram Note: CES = Compliant Enterprise Server 

 

                                                 
3 Diagram supplied by Business Systems UK  
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HOW IT WORKS - OUTBOUND & INBOUND CALLS 
 
For outbound calls software on the mobile handset is configured such that when the 
user initiates a call it is re-routed automatically by the compliant application via a 
Compliant Enterprise Server (CES). As part of a two-leg process, the CES routes the 
call on to the destination.  While the receiving party notices minimal difference in their 
user experience, the CES records the call when the connection is made. 
 
Conversely, with inbound calls when a call is received by the compliant handset’s 
mobile from a third-party, the handset diverts the call within seconds to the CES. 
Again the CES routes the call back to the handset and tapes the call.  
 
 
DIAGRAMS: OUTBOUND & INBOUND CALL RECORDING4 
 
  

 
 

 
                                                 
4 Diagrams supplied by Business Systems UK  
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RATIONALE AND BENEFITS FOR MOBILE CALL RECORDING 
 
 
 
There are a number of reasons why both sell-side and buy-side institutions - large and 
small - should consider deployment of mobile recording technology, which extend 
beyond pure compliance and any upcoming new rules.  
 
These benefits include, amongst others: 
 
Cost Reduction: Corporate mobile phone costs often include a high percentage of 
personal usage by staff. Recording employee calls ensures higher adherence to 
company policy regarding personal usage of company mobile phones and delivers 
better cost management and tax benefits. Personal Calls on company phone bills 
can be as much as 20-50%. With staff aware that mobile phone calls are being 
recorded, personal use tends to drop dramatically. Companies can also make VAT 
savings if they can show that company mobiles are not used for personal calls. 
 
Elimination of Mobile to Mobile Costs: A major part of mobile phone bills comes 
from mobile-to-mobile (especially cross-network) and mobile to international calls. 
Solutions provided by suppliers like Business Systems mean there are no more 
mobile-to-mobile or mobile to international calls, therefore lowering call charges. 
This is because all calls (inbound and outbound) are routed to the platform/switch 
and then onwards via a landline which can then be routed via the lowest cost 
alternative. 
 
Improved Risk Management: With today’s challenging economic environment, 
sectors such as financial services are under increasing pressure globally to 
demonstrate tighter compliance and risk management. 
 
The sound reputation of any enterprise is critical for success - not only with a firms’ 
customers - but also with investors, business partners, regulators, rating agencies and 
employees. Any advice, deals, transactions, liabilities associated with ‘Do Not Call’ 
violations or other verbal agreements that take place over unrecorded mobile phones 
are a major and potentially significant source of risk.  
 
By recording mobile phone communications with technology, senior management 
should gain comfort and peace of mind knowing that risks are effectively managed 
and minimised. 
 
Enhanced and Improved Dispute Resolution: When client instructions are taken 
over the phone, and more often from a mobile phone, accurate and precise recordings 
can dramatically lower the risk of misinterpretation of the dialogue and potential costs 
arising from dispute resolution. 
 
In the event of a problem arising over say a trade between dealing agent and client, 
call recording will ensure calls can be retrieved, replayed and any misunderstandings 
resolved swiftly and efficiently.  
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Beyond Compliance & Regulation Itself - Business Continuity / Pandemic 
Planning: In the event of staff having to work from home due to situations such 
terrorist attacks and pandemic outbreaks, etc firms’ employees can continue to work 
for their organisations from home.  
 
Legal/Employee Disputes: Recording of all telephone conversations can also be an 
important brick in the wall for financial institutions’ internal rules, in terms of HR. 
Cases of employee breakdowns or bullying that are uncovered and evidenced can be 
vital if they lead to industry disputes. With recording evidence any cases might well be 
resolved before they hit court.  
 
 

To date, case history has shown that it has been very rare for telephone 
recordings to be used as court evidence, but with MiFID 2 this is likely to 
change and when two parties are aware that telephone recording is in 
place it is unlikely that they will enter into a costly dispute. As such, if all 
firms in the financial industry were to record, it would deter complaints, 
since recording referral could save on legal costs. 
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MOBILE PHONE RECORDING COSTS 
 
 
 
The typical costs to firms of deploying mobile phone recording technology will stem 
largely from the purchase of the server, additional recording channels if required, and 
typically a monthly license fee per handset for the technology.  
 
Stephen Thurston, a founding Director of Business Systems (UK) Ltd, recently stated 
that: “Mobile call recording vendors should not only be able to supply robust, secure, 
easily deployed solutions, they should build on a firm’s existing investment and 
provide clients with flexibility, choice and financially dynamic payment models to suit 
current market conditions.”  
 
The FSA recently commissioned a study by Europe Economics to estimate the costs of 
mobile phone recording. The table 1 below provides estimates of the UK ‘one-off’ 
costs per line for different types of mobile phone recording. Table 2 provides 
estimates for the annual ongoing costs. The estimates are provided separately for 
small, medium, and large firms. It should be noted that costs may vary between 
institutions and also from one Member State to another.  
 
Costs per mobile set up of £700 (c. €805) a ‘one-off’ cost and £1,200 (c. €1,380) 
‘ongoing’ cost per annum have been suggested. Even assuming that these are an 
‘average’, there are variations in costs on recording voice communications from 
mobile alone, of between £95 (c. €110) for a small firm (low cost) to as much as 
£1,094 (c. €1,258) for a small firm (high cost), according to the study from Europe 
Economics (see below).  
 
The very fact that this May, Deutsche Bank questioned CESR’s own proposals in this 
area and decided to supply their own cost assessments, shows that the jury is still out 
on what the eventual costs might be, on a per firm basis. 
 
 
MOBILE PHONE RECORDING VS FIXED-LINE RECORDING  
 
 
 Small Firm Small Firm Medium Firm Medium Firm Large Firm Large Firm 
 Low Cost High Cost Low Cost High Cost Low Cost High Cost 
 £ £ £ £ £ £ 
Voice from mobile  95  1094  85  208  170  80  
SMS  0  40  0  40  0  40  
MMS  65  65  60  60  50  50  
IM  65  40  60  60  50  60  
Video  95  95  85  85  75  75  
Email  65  65  60  60  50  50  
Pin to pin  65  65  60  60  50  50  

TABLE 1: UK COST ESTIMATE FOR MOBILE PHONE RECORDING (ONE-OFF COST PER USER)5 
 

                                                 
5 Source: Europe Economics, FSA 
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TABLE 2: UK COST ESTIMATES FOR FIXED-LINE TELEPHONE RECORDING
6 

 
 
OTHER ASSOCIATED COSTS  
 
 
When deploying an onsite recording solution as opposed to using a hosted solution, 
the number of lines required by a particular financial firm and the level of concurrency 
required or allowed for (e.g. +/-100 mobile handsets) should also be borne in mind by 
those firms. This will determine the size of the Compliant Enterprise Server (CES), 
essentially a box which permits the number of lines coming into an organisation. 
 
The smallest configuration of CES at present allows for connection of 15 lines which 
would accommodate the needs of a firm with 100 mobile handsets at around 15% 
concurrency. Firms deploying CES’s are strongly recommended to purchase two units 
to allow for back up. Depending on configuration and the level of redundancy needed, 
a CES will cost somewhere between £12,000 at entry-level to £40,000 fully-populated 
according to Business Systems’ Graham Woolley in London. The size of the Compliant 
Enterprise Server (CES) needed is determined by two factors.  The first factor is the 
number of handsets to be recorded, and the second is the number of concurrent calls 
to be expected at any one time. 
 

                                                 
6 Source: FSA 
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Firms will have different levels of concurrency and different scaling requirements so 
will need to examine costs for: 
 

1) Compliant Exchange Servers (CES’s) 
 

2) The Number of Lines 
 

3) Extra expansion in a firm’s call recorder  
 

4) Additional disc space to record the calls 
 
 
CALL CHARGES MOBILE PHONE RECORDING  
 
 
Some solutions act as the central hub through which all calls pass.  These solutions 
will typically add an additional “leg” to the call, for these solutions which require a 
second call leg; this could add a premium to the calls made/received of £0.01 to 
£0.15 (€0.012 to €0.18) per minute, because of the extra leg of the call. It is often 
the case, however, that the overall call cost of calls is unaffected due to the fact that 
the centralised telephony hub is making landline calls using Least Cost Routing, which 
is substantially less expensive than making equivalent calls from the mobile handset. 
It should be noted that these figures could well vary between different providers.  
 
 
SMALL, MEDIUM AND LARGE FIRMS COST-BENEFIT  
 
 
A cost-benefit analysis undertaken by small, medium and large buy and sell-side 
institutions from deploying either technology will clearly differ. 
 
Smaller firms may think they are immune from the issues faced by the much larger 
firm. But this may be a misjudged view, since the risks posed to the smaller firms 
from a major dispute arising, could impact proportionately far more than for a large 
firm. Large firms dealing thousands of trades a day usually have the financial 
resources and wherewithal to ride out client disputes or regulatory issues. 
 
For many firms, however, the choice may be restricted to opting for the hosted 
solution (pay-as-you-go), since the cost of an on-site solution may well be a financial 
stretch too far - unless the technology costs decline. The point is that there is a 
recording solution available that is well within a smaller firm’s budget. 
 
 
 
 
 
 
 
 
 



© B.I.S.S. Research Ltd 2010 
 

26

SUMMARY 
 
 
 
Recording mobiles for compliance purposes in the financial services industry means 
that a highly secure architecture is required.  Broadly speaking, this means that the 
mobile phone traffic for any given organisation needs to be recorded at a central 
point, and ideally that should be their existing recording system. There is a known 
hole in security due to a lack of clear legislation with regard to the recording of mobile 
phone traffic, but firms would be ill-advised to conclude that no action is required. 
 
Since the FSA’s original consultation paper was published in 2007, technology has 
moved on and a number of alternative, easily implemented, solutions are available 
and clarity around the costs to deploy has emerged. 
 
Across Europe the anticipated change in the regulations for the requirement of all 
financial institutions to operate a secure voice recording capability, will leave virtually 
no firm immune or unaffected - regardless of size. 
 
Given that the technology is now available to enable mobile calls to be routed through 
a firms existing call recording infrastructure, or other relatively cheap options are 
available for those companies without existing call recording technology, the time is 
right to get prepared before the FSA’s final policy statement is published later this 
year. With it being estimated that 41% of firms use mobiles to some extent for 
trading, it makes little sense to invest in fixed line recording systems if mobiles 
provide a ‘loop hole’. 
 
With firms like Business Systems (UK) Ltd offering a premier solution and a low cost 
ASP/hosted option available, the regulators are unlikely to accept market resistance 
based on cost. The two solutions for recording of mobile phones, on-site or 
ASP/Hosted service bring about the capability of the whole market, to comply with 
recording rules. Enabling smaller entities previously unable to afford taping technology 
to be treated similarly to large firms and thus ensure standard market compliance. 
  
According to independent call recording specialists, Business Systems (UK) Ltd the 
available recording solutions will not mean financial institutions needing to invest in 
new call recording systems to comply with any future FSA mobile taping regulations. 
 
In terms of benefits to the industry, ultimately it should help reduce the number of 
disputes in business transactions, serve as a deterrent to criminals and suspect 
trading activities and help bolster risk management through better surveillance post 
event. 
 
Investors should gain confidence, in that a stricter and tighter regime has been 
created to ensure against insider dealing and that other fraudulent activities are not 
only being deterred but providing tangible evidence for prosecution. 
 
There is nothing more important in financial services than client protection and with 
the proposed introduction of new rules to force mobile recording, it’s a major 
milestone towards the end game of a secure, transparent and client focussed 
European market.   
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ABOUT BUSINESS SYSTEMS (UK) LTD 
 
The following information has been provided by the vendor 
 
Business Systems has over 20 years experience of deploying call recording solutions 
to enable regulatory compliance, transaction verification, dispute resolution, fraud and 
market abuse detection, liability prevention and order confirmation.   
 
Over 40% of London’s Financial organisations rely on Business Systems for their 
voice, mobile, screen and VoIP recording requirements and many existing clients have 
already started the process of deploying mobile call recording technology. With 
installations as large as 1,000 plus mobile handsets, it is clear that customers 
operating in the global space understand the importance of implementing the right 
solution managed by the right partner. 
 
Founded in 1988 the company has built an impressive reputation for implementing 
complex projects on time, offering independent advice and ‘best fit’ solutions 
supported by a strong maintenance and service offering.  Business Systems provide 
consultancy and systems integration expertise assisting with system relocations, 
downsizing and rapid expansion. These services have traditionally been provided 
within the UK however, more recently, client’s overseas offices have been supported.  
 
Solutions delivered vary from traditional on-site systems in single locations through to 
multi-site locations with blended on-premise or hosted technology.  A fully managed 
service can also be provided for those organisations with stretched resources or 
without a capital expenditure budget.  
 
Vocal Mobile – High Level Product Overview 
 
Vocal Mobile is a patented mobile call recording solution, encapsulating four years of 
development resulting in the delivery of an unobtrusive, secure and elegant solution 
to meet future compliance, business continuity and risk management needs. 
 
Compliance & Business Continuity 
 
Already deployed across a number of leading UK financial organisations, the solution 
has been designed to comply with existing and future market regulation, meeting 
FSA, SEC, FINRA, MiFID, SOX and equivalent standards across the globe. 
 
Solution Overview 
 
The Business Systems compliant Vocal Mobile phone recording solution is tamper-
proof, ensuring that all mobile calls are recorded automatically, and that recordings 
cannot be accidently lost, deleted or deliberately destroyed after the event. 
 
How it Works 
 
Once installed on the handset, the software automatically ensures that calls are 
routed through the recording server. For outbound calls, the software routes calls 
through the recording server and onto the destination number automatically. 
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For inbound calls, the software automatically diverts incoming calls to the recording 
server first and the recording server then routes these calls back to the handset. The 
software recognises this as a returning call from the server and accepts the call. For 
both inbound and outbound calls this is an ‘in-line’ solution, meaning there is no 
possibility of a call not being recorded. 
 

• software installed on handset to route calls through recording server 
• software supported on Blackberry’s and leading smartphones 
• all inbound and outbound calls automatically recorded 
• all inbound and outbound SMS’s recorded 
• works with all mobile carriers 
• users keep existing handsets, SIM and numbers 
• ‘pay-as-you-go’ hosted service or on-premise solution 

 
Deployment Options 
 
Business Systems provides two options for deploying Vocal Mobile recording. It can be 
deployed as an on-premise solution which makes use of an organisation’s existing call 
recording investment. Alternatively an organisation can opt for the hosted ‘pay-as-
you-go’ version of the solution, which still meets all the stringent security criteria but 
delivers the solution via a secure, multi-tenanted hosted platform. 
 
Solution Features 
 

• Fully compliant call recording solution 
• SMS recording with simple User Interface 
• Capture of email, IM and other data communications optional 
• Captures and stores voicemail 
• Least cost routing capabilities – reduced mobile telephony costs on international 

& roaming calls 
• Whitelist and Blacklist capability to allow and restrict calls to specific numbers 

 
Business Systems (UK) Ltd Contact Details: 
 
For further information visit www.businesssystemsuk.co.uk 
 
Or contact: Graham Woolley, Financial Services Account Manager 
 
Business Systems (UK) Ltd, 462 London Road, Isleworth, Middlesex, TW7 4ED  
 
Tel: +44 (0)20 8326 8280 
 
Email: sales@businesssystemsuk.com 
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ABOUT B.I.S.S. RESEARCH 
 
 
 
B.I.S.S. Research is an independent company providing analysis of financial market 
issues, technology and services of suppliers in the global financial services industry.  
 
B.I.S.S. Research uses a number of associate analysts, covering different aspects of 
the global financial services markets, who are all from a business to IT background 
with many years experience in the financial services market place. To produce unique 
and valuable assessments of technology and services and their value to the supplier 
and the market place. Analysts are available for commission for report writing, articles 
and speaking engagements including web broadcasts. 
 
B.I.S.S. Research undertakes commissioned research projects for financial institutions 
and vendors that range from the securities market to the payments industry. Its white 
papers and thought provoking articles are regularly featured in the media, as well as 
being published on the B.I.S.S. Research website. 
 
B.I.S.S. Research has created a unique benchmarking methodology to prove the real 
capability of functionality and service capabilities to buyers in the financial services 
industry. The B.I.S.S. benchmarking has been operating since its creation in 2002. It 
is suitable for suppliers of any financial system or service including; Front Office, 
Middle Office, Back Office, Corporate Actions, Compliance (including MiFID, SOX, Basel 
II), XBRL, Market & Reference Data, Risk Management, Treasury, Payment, Banking 
Services, Custody Services, Broking Services, Stock Exchanges, CSDs, Web Services 
and Integration.  
 
The B.I.S.S. Accreditation Logo is rapidly growing as mark of confidence for the buyer 
of software and services, it proves that the vendor has received an independent 
valuation and thus helps secures the purchase. 
 
The Benchmarking reports are an independent source of detailed information and 
published globally on the B.I.S.S. Research website and marketed through additional 
the industry media channels.  
 
B.I.S.S. Research is a privately owned company based in the UK, but marketed 
globally, where it has already large international customer base. For further 
information please visit www.bissresearch.com.  
 
ABOUT THE AUTHOR 
 
Roger Aitken is one of B.I.S.S. Research's Associate Analysts. He has been associated 
with the Financial Services Industry for a considerable number of years. With a wide 
ranging knowledge base covering M&A, credit ratings, fund management, asset 
management, debt/bonds, exchanges, global custody/fund admin, MiFID, electronic 
trading in Europe and North America, acquired whilst worked for the LSE and various 
research, data suppliers and trade publications such as the FT.  He is also a specialist 
writer on algorithmic trading, low latency applications across the asset class spectrum 
(equities, FX, fixed-income and derivatives), incumbent exchanges and MTFs.  
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APPENDIX   
 
 
 
CURRENT MOBILE PHONE LEGISLATIVE OR SUPERVISORY RECORDING 

REQUIREMENTS IN 7EEA MEMBER STATES 
 
By Country (A-Z) 
 
Around the world there are different laws and regulations and even across Europe the 
situation is different from one jurisdiction to another. It should also be noted that 
Investment firms in some countries without legislative or supervisory recording 
requirements, have to keep recordings under the rules of their regulated market.  
 
Austria 
 
Presently there are no legal or supervisory regulations, which oblige the taping of 
telephone conversations. For the Treasury units of credit institutions in Austria it is 
usual that calls between salespersons and client are taped. On the Vienna stock 
exchange there are no legal regulations that oblige the taping of telephone 
conversations, but it is usual to tape telephone calls related to the execution of 
orders.  
 
Belgium 
 
Currently no requirement. 
 
Bulgaria 
 
Currently no requirement. 
 
Czech Republic 
 
All investment firms are obliged by the regulatory authority's rules to keep records of 
any communications with clients related to investment activity. If communication with 
clients is by mobile phone, it has to record such calls as well. If an order or advice is 
given through a mobile phone, the investment firm has to record it as well. 
Recordings must be kept for ten years. 
 
Cyprus 
 
All Investment Firms are obliged by law to keep records for all the investment services 
and transactions undertaken. It is up to each Investment Firm to decide the type of 
record. In practice, if an order/advice is given by the telephone then it is recorded 
prior warning of the recording must be given. If an order/advice is given through a 
mobile phone, the Investment Firm should record it otherwise it will not have 
evidence to show its compliance with the relevant obligation. Recordings must be kept 
for at least five years. 

                                                 
7 Data gathered from CESR Document Ref: CESR/10-417 
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Denmark  
        
Currently no requirement. 
 
Estonia 
 
There is no direct requirement in place that would oblige the service provider to tape-
record telephone conversations with a client. Although, a requirement applies where 
the service provider must keep records inter alia of the communication between itself 
and the client must retain such records. The records must be retained in a durable 
medium in a way accessible for future reference by the Supervision Authority and in 
such a form and manner that the following conditions are met: 
 

1. The Supervision Authority must be able to access the records readily and to 
reconstitute each key stage of the processing of each transaction; 

2. It must be possible for the Supervision Authority to ascertain easily any 
amendments, and the contents of the records prior to such amendments; 

3. It must not be possible for the records to be altered otherwise. In practice, 
many service providers are using tape recording to best fulfill the latter 
conditions.  

 
Where firms use tape recording, mobile phones are usually not allowed if not equally 
taped as per office phones. Recordings must be kept for five years 
  
Finland 
 
All investment firms are required to keep records of client orders in financial 
instruments.  Requirement applies regardless of telecom equipment used. Records 
should be kept over and above the minimum 2 years for as long as there is a need for 
ensuring the execution of rights and obligations relating to the order. Recordings must 
be kept for a minimum of two years. 
 
France  
 
Under the current AMF general regulation taping of phone lines within an investment 
service provider is required for traders (persons subject to approval by the firm 
according to a procedure defined by the AMF who is informed of all such approvals) 
and, where so decided by the head of compliance (because of the size or riskiness of 
the trades involved), additional staff participating in the commercial relationship with 
clients. 
 
In the Euronext market rules, there is a requirement for cash market members to 
voice record conversations relating to any transaction made, or intended to be made, 
on the securities market. With respect to the Euronext derivatives market, whether 
there is such a requirement depends on the market.  
 
On MONEP and MATIF, special authorisation by the firm is required for a trader to be 
able to conclude trades outside business hours or outside the firm‘s premises (which 
would involve using an untaped phone). Requirement applies to conversations 
regardless of the kind of telecoms equipment used if on the member‘s premises. 
Duration for retention of call recording is at least six months. 
 



© B.I.S.S. Research Ltd 2010 
 

32

Germany 
 
In Germany credit institutions and financial services institutions are recommended by 
BaFin circular to tape traders’ telephone conversations relating to transactions for the 
entity’s own account.  
 
In addition, each Exchange has rules which apply to specialists operating on them, 
who will usually also be subject to a similar requirement. For example, Deutsche 
Boerse in Frankfurt requires specialists to tape every call that is related to the 
execution of their tasks as a specialist. 
 
According to a circular from German financial regular BaFin, the use of mobile phones 
is only exceptionally permitted if firms have implemented adequate organisational 
measures to minimise the risk resulting from the use of mobile phones. Here too 
people have to have the ability to decide half way through a call, that they do not 
want to record it, which is rather challenging. 
 
In practice, as far as recording of mobile phone calls goes, in most cases it cannot be 
ensured; most firms prohibit traders to trade via mobile phones. Mobile phone use is 
not allowed within the exchanges, so calls must be made by landline. Duration of 
retention of call recording is three months.  
 
Greece 
 
From 2005 any person professionally arranging transactions in financial instruments 
has been obliged to record telephone orders to trade. 
 
The caller must be notified, at the beginning of the call. Receiving orders on a mobile 
phone is not allowed if this is not recorded by the internal system of the investment 
firm. The HCMC may order investment firms to retain the data over the minimum 
requirement, for an additional period of up to two years. Recordings must be kept for 
at least one year  
 
Hungary 
 
Pursuant to the regulations of Government Decree No. 22/2008 on the Business Rules 
of Investment Firm if an investment firm accepts orders from clients via telephone, 
fax or other electronic method the business rules of such firm shall provide for the 
detailed provisions:  
 
a) On the procedure for accepting such orders (voice recording or written recording by 
the person accepting the order) and preparation of a written contract, timeframe for 
preparing the contract in writing;  
 
b) On the retention period for voice recording.  
 
If the order is recorded, the business rules shall regulate access rights to such 
recordings. Pursuant to consumer protection provisions effective as of January 1, 
2010 investment firms shall provide for receiving complaints from clients via 
telephone. Such conversations shall be recorded and retained for a period of one year. 
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Ireland 
 
No legislative or supervisory requirement. However, the Irish Stock Exchange requires 
member firms to operate an effective telephone recording system in relation to any 
trading activities it undertakes on the exchange. Records must be kept for at least one 
month after the normal settlement period of the transaction to which they relate. 
 
Italy 
 
Intermediaries, including fund management groups, are required to record all orders 
received from any such firms’ clients. The regulation is applicable regardless of the 
type of phone used. Recordings must be kept for five years. 
 
Latvia  
 
Rules approved by the FCMC require that all telephone conversations where clients 
place orders shall be recorded. (This comes from the provision that investment firms 
should have in place evidence that orders are given by clients). The regulation applies 
regardless of the type of phone used. Recordings must be kept for at least ten years. 
 
Lithuania 
 
Rules approved by the Securities Commission require recording of telephone 
conversations in which a customer order is placed. The Rules apply to all companies 
providing investment and /or auxiliary services and carrying out investment activities 
that accept customer orders. Recordings must be kept for at least ten years. 
 
Luxembourg  
     
Currently no requirement. 
 
Malta    
               
Currently no requirement. 
 
Netherlands  
 
Currently no requirement. 
 
Norway 
 
All brokers are required to tape record all buy/sell orders and indications of such 
orders made by telephone. The regulation applies regardless of the type of phone 
used. The Norwegian authorities have set a date of 1 January 2010 for firms to deploy 
mobile phone recording for firms’ trades. It had been slated for 1 July 2010, but has 
been delayed until January. All recorded material has to be retained for three years 
from the day the recording was made. 
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Poland 
 
Firms are required to tape orders received by telephone. The regulation applies 
regardless of the type of phone used. All tapes have to be retained for five years. 
 
Portugal 
 
According to Portuguese law, telephone orders between a client and a financial 
intermediary have to be taped (Article 307.º-B PSC- Portuguese securities Code). The 
regulation applies regardless of the type of phone on which the order is received. All 
tapes have to be retained for five years. 
 
Romania 
Financial intermediaries are obliged to record on magnetic tape or by other similar 
means the transmissions of client orders and disclosure of information regarding 
conflicts of interest to the client.  
 
All clients must give written consent to telephone orders being recorded; where 
consent is not given then telephone orders cannot be accepted. The requirement does 
not specify the type of phone and therefore applies to both landline and mobiles. 
Recordings must be kept for at least ten years. 
 
Slovakia 
 
Not known. 
 
Slovenia 
 
Not known. 
 
Spain 
 
Those entities providing investment services must tape-record any telephone 
conversation in which an order is made. Prior warning of the taping must be given to 
the relevant client, which can be done in the contract, which allows orders to be made 
over the telephone. The requirement does not specify the type of phone, and 
therefore applies to all types of phone. Whenever the transaction is disputed by the 
client, the recording must be kept until the relevant dispute is solved. Recordings 
must be kept for at least ten years. 
 
Sweden  
 
All telephone conversation at the broker desk at an investment firm should be 
recorded. The requirements apply to investment firms authorised by 
Finansinspektionen, not EEA-branches in Sweden. 
  
Mobile phones used in the business should be owned by the bank or financial 
institution. Client orders received by mobile phone or in a meeting with customers, 
and therefore not taped, should be documented according to the entity’s guidelines. 
Recordings must be kept for at least five years. 
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United Kingdom 
  
The FSA consulted in March 2010 on removing an exemption for conversations on 
mobile phones, their consultation for industry responses ended on 14 June this year. 
A final Policy Statement is expected by November 2010, which may stipulate that 
implementation of the relevant technology could be by the end of 2011. 
 
Electronic communications and conversations covering the receipt of client orders and 
dealings in securities instruments come within the scope of the UK’s market abuse 
regime. However, there is currently an exemption for portfolio managers. The FSA can 
request a firm to hold records for a longer period than the standard six months. The 
current duration for retention of taped phone calls is six months. 
 
REST OF THE WORLD 
 
Australia 
 
In Australia, one is not permitted to have the ability to forward a ‘CLI’. A big problem 
in this jurisdiction currently is that this cannot be undertaken, although market 
suppliers are working to get around this issue.   
 
Canada 
 
Currently in Canada conferencing of mobile phone calls is not legal. 
 
South Africa 
 
The recording of landlines are not peremptory in SA for authorized users (stock 
brokers).  
 
United States (U.S.) 
 
Currently, broker-dealers registered with the US Securities and Exchange Commission 
are required to keep all communications relating to their “business as such”  
(understood to mean almost anything), including internal communications, for a 
period of three years, the first two years in a readily accessible place. The rule is now 
applied to e-mails and other written electronic communications, but not to telephone 
communications, even if those conversations are taped in order to avoid trade 
disputes. 
 
Investment advisers registered with the US Securities and Exchange Commission are 
required to keep written communications (not telephone calls) relating to matters 
such as recommendations and the placing of orders. 8 
 
 

 

                                                 
8 Source: Cadwalader, Wickersham & Taft LLP 
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THE MIFID REVIEW - CESR CONSULTATION QUESTIONS  
 
 
TECHNICAL ADVICE TO THE EUROPEAN COMMISSION IN THE CONTEXT OF THE MIFID REVIEW –
INVESTOR PROTECTION AND INTERMEDIARIES REF: CESR 10-417 
 
 
A total of 69 responses were made to CESR on this consultation paper of which 23 are 
referred to as being in the banking sector (incl. associations and banks), two from 
Government regulatory & enforcement, two from individuals, 11 from the insurance, 
pension and asset management sector(s) combined, nine investment services entities, 
7 investor relations, one issuer, one legal/ accountancy practice, two press 
organisations, and 11 regulated markets, exchanges & trading systems. To see the 
firms that participated and their responses visit: http://www.cesr-
eu.org/index.php?page=responses&id=160  
 
 
REQUIREMENTS RELATING TO THE RECORDING OF TELEPHONE CONVERSATIONS AND ELECTRONIC 
COMMUNICATIONS  
 
 
Questions posed by CESR for the MiFID Review, concerning Investor Protection in 
relation to mobile phone recording were as follows: 
 
Q1. Do you agree with CESR that the EEA should have a recording requirement? If 

not, please explain your reasoning.  
 
Q2. If the EEA is to have a recording requirement, do you agree with CESR that it 

should be minimum harmonising? If not, please explain your reasoning.  
 
Q3. Do you agree that a recording requirement should apply to conversations and 

communications, which involve:  
 

 the receipt of client orders;  
 the transmission of orders to entities not subject to the MiFID recording 

requirement;  
 the conclusion of a transaction when executing a client order;  
 the conclusion of a transaction when dealing on own account?  

 
Q4. If you do not believe that a recording requirement should apply to any of these 

categories of conversation/communication, please explain your reasoning.  
 
Q5. Do you agree that firms should be restricted to engaging in conversations and 

communication that fall to be recorded on equipment provided to employees by 
the firm?  

 
Q6. Do you agree that firms providing portfolio management services should be 

required to record their conversations/communications when passing orders to 
other entities for execution based on their decisions to deal for their clients? If 
not, please explain your reasoning.  
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Q7. Do you think that there should be an exemption from a recording requirement 
for: firms with fewer than 5 employees and/or which receive orders of a total of 
€10 million or under per year; and all orders received by investment firms with 
a value of €10,000 or under.  

 
Q8. Do you agree that records made under a recording requirement should be kept 

for at least 5 years? If not, please explain why and what retention period you 
think would be more appropriate.  

 
Q9. Are there any elements of CESR’s proposals, which you believe require further 

clarification? If so, please specify which element requires further clarification 
and why.  

 
Q10. In your view, what are the benefits of a recording requirement?  
 
Q11. In your view, what are the additional costs of the proposed minimum 

harmonising recording requirement (for fixed-line, mobile and electronic 
communications)? Please specify and where possible please provide 
quantitative estimates of one-off and ongoing costs.  

 
Q12. What impact does the length of the retention period have on costs? Please 

provide quantitative estimates where possible.  
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